PRIVACY NOTICE

VERSION: AUGUST 2026

Processing Personal Data in the Canto Global Digital Asset Management Platform

FOUR PAWS uses Canto as a centrally managed digital asset management platform to store, organise,
research and make selected photographs and other visual material available for organisational
purposes. This Privacy Notice explains how personal data contained in or associated with such
material may be processed through Canto.

We consistently adhere to the EU General Data Protection Regulation ("GDPR"] as our baseline
standard for personal data processing due to its exceptionally high protection level. Consequently, the
following information is provided in accordance with the GDPR and its terminology, while also
considering other applicable legal requirements.

Additional information may be provided in connection with the activity, event, production or other
context in which the material was created.
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Controller and Contact Details
Canto is centrally operated by:
VIER PFOTEN International - gemeinnitzige Privatstiftung ("FOUR PAWS International”)

Linke Wienzeile 236, A-1150 Vienna

Email: dataprivacy(@four-paws.org

Data Protection Officer: mailldkinast.eu

Other legally separate FOUR PAWS entities may create, select, upload, access or use material
through Canto.

FOUR PAWS International has the lead responsibility for the central administration of Canto.
Other FP entities may act as joint controllers with FOUR PAWS International where they jointly
determine the purposes and essential means of making available or further using particular
material. The relevant entities will, where appropriate, be identified in the information provided
in connection with the relevant activity, event, production or use of the material.

You may contact FOUR PAWS International as the central point of contact for questions and data

subject requests relating to Canto.
Personal Data and Sources

Canto may contain selected photographs and other visual material in which individuals are
identifiable. Depending on the material and context, we may process:

e Images and other visual or audiovisual representations;

e Names, functions and organisational affiliations;

e Information about the activity, event, project or production;

e Location and capture date;

e Captions and contextual descriptions;

e Photographer, source, copyright and usage-right information;

e Consent, anonymity, usage or other relevant restrictions;

e Technical and administrative information relating to the asset and its use.

Material and related information may be provided by the individuals concerned, FOUR PAWS
entities and employees, photographers, production providers, cooperation partners or other
authorised contributors.


mailto:dataprivacy@four-paws.org
mailto:mail@kinast.eu

Purposes of Processing

We process selected material through Canto to:

e Maintain a centrally managed and searchable collection of suitable FP assets;
o Organise, select, document and manage visual material;

e Make suitable material available for internal and external communications, campaigns,
advocacy, fundraising, media relations, reporting, education, research and historical

documentation;
e Enable appropriate reuse by authorised FOUR PAWS entities;
o Document the source, context, rights, restrictions and permitted use of material;

e Respond to objections, withdrawals, restrictions, erasure requests and other data subject

requests;

o Protect the rights and legitimate interests of FOUR PAWS, the persons concerned and other
rights holders.

Only selected material considered suitable for the intended use will be made available through
Canto. Depending on the circumstances, material may be cropped, blurred or otherwise

processed to reduce identifiability and unnecessary exposure.
Lawful Bases

Depending on the circumstances in which material was created, selected and used, processing

may be based on:

o Legitimate interests, including the interests of FOUR PAWS in documenting and
communicating its activities, maintaining a reliable visual archive and making suitable
material available for related organisational purposes;

o Consent, particularly where consent is obtained for specified recordings, persons or uses;

o Performance of a contract or pre-contractual measures, where processing is necessary
In connection with an applicable contractual relationship;

e Compliance with legal obligations, where applicable.

Where processing is based on legitimate interests, we take into account the nature and context
of the material, the reasonable expectations of the persons concerned, the intended reach and
duration of use and the available safeguards.

The processing of special categories of personal data is not an intended purpose of Canto. Such
data may nevertheless be incidentally revealed in individual material. Any intended use of such
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material will be assessed separately and based on an appropriate processing condition under
the GDPR.

Recipients and Global Availability

Authorised users within FOUR PAWS may access, research, download and use selected material
according to their assigned roles and permissions. This may include legally separate FOUR
PAWS entities located within and outside the EEA.

Depending on the individual use case and applicable permissions, selected material may also

be made available to:
e Service providers supporting the operation, maintenance or administration of Canto;

o Photographers, production providers and other service providers supporting the selection,
editing or management of material;

e Media organisations, cooperation partners and other external recipients where material is

approved for the relevant use;

e Other specifically authorised external users through controlled links, portals or comparable

functionality.

Access to Canto or individual material does not itself authorise unrestricted use. Users must
observe the documented context, usage rights and restrictions applying to the relevant asset.

Canto is provided to FOUR PAWS International by Canto GmbH [Germany] and its authorised

service providers.
International Access and Transfers

Canto supports the global activities of FOUR PAWS. Personal data may therefore be accessed
or otherwise processed in countries outside the EEA, including by authorised FOUR PAWS

entities and service providers.

Where the GDPR applies, international transfers are subject to the applicable requirements of
Chapter V GDPR. Depending on the transfer and recipient, this may involve:

e Anadequacy decision of the European Commission;
e Standard contractual clauses or other appropriate safeguards;
e Avrelevant statutory derogation in an individual case;

¢ Anonymisation of the material before it is made available internationally.



!!ﬁ"’k
Ay
Retention and Review

Canto is intended to maintain a long-term collection of selected material that may remain
relevant for recurring communications, related projects, reporting, research or historical

documentation.

Material is retained while it remains suitable and necessary for documented organisational
purposes and no overriding reason requires its erasure or restriction. Relevant factors may

include:

e The continued relevance and accuracy of the material;

e The documented context, purposes and usage rights;

e Any consent, withdrawal, objection or usage restriction;

o Copyright and other rights applying to the material;

e Whether the material remains suitable for continued use;

o Applicable legal, contractual or organisational requirements.

Material may be erased, restricted or removed from active use where it is no longer suitable or
required, where relevant rights expire or are withdrawn, or where this is necessary in response

to a justified request.
Your Rights

Under applicable data protection law, you may decide to exercise any of the following rights

concerning our processing of your personal data at any time:

e Access to and further information concerning your personal data processed by us
(Right of Access];

e Rectification of wrongly recorded data or data that has become inaccurate or incomplete
(Right to Rectification];

e Erasure of data which [i] is not necessary in light of the purpose of data processing, i) is
processed unlawfully, (iii] must be erased due to a legal obligation or an objection to the

processing (Right to Erasure];

e Temporary restriction of processing under certain circumstances

(Right to Restriction of processing]:

e Objection to any processing of your data based on our legitimate interest on grounds relating
to your particular situation (Right to Object];
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e Withdrawal of your previously given consent to our processing of your personal data at any

time with effect for the future (i.e., not affecting the lawfulness of our processing before the
withdrawal) (Right to Withdraw;

e Transfer of your personal data which is processed for the performance of a contract or
processed with your consent in a machine-readable format to you or directly to another
controller upon request (Right to Data Portability).

It is iImportant to note that these are not absolute rights and may be subject to exemptions. We
will advise you of any exemptions which apply to your request in our response.

To help us locate relevant material, we may ask you to provide available information such as the
relevant activity or project, date, location, approximate recording time, a description of the
material or a link or copy of a known recording. It may not always be possible to identify every
asset on which a person appears without disproportionate effort, particularly where no name or
direct personal reference is available. We will nevertheless conduct a reasonable search based
on the information available and implement appropriate measures for material that can be
identified.

You may exercise your rights by contacting dataprivacy(dfour-paws.org.

Finally, without prejudice to any other administrative or judicial remedy, you have the right to
complain to a supervisory authority if you are of the opinion that our processing of your personal
data is in breach of applicable data protection law.

No Solely Automated Decisions

Canto is used to support the organisation and research of visual material. Decisions concerning
the selection and use of material are not made solely by automated means with legal or similarly
significant effects on the persons concerned.
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